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Assess Your Risk

Smaller businesses have become bigger targets for cybercriminals
because the bad guys know that they have fewer defense resources
than large enterprises. If cybercriminals can breach a small business
and steal credentials (banking accounts, email access, etc.) they can
use that information to steal money directly, create attacks on your
customers and work their way around the business ecosystem in other
nefarious ways.

National Cyber Security Alliance/Symantec research on small
businesses has shown that;

e Two thirds (66%) say that their business is dependent on the
Internet for its day-to-day operations

e 38% characterize it as very dependent

e 67% say they have become more dependent on the Internet in
the last 12 months

The research also indicates that businesses have vital information to
protect;

e 69% handle sensitive information, including customer data

49% have financial records and reports

23% have their own intellectual property

18% handle intellectual property belonging to others outside of
the company.
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Furthermore, the research indicates that most small businesses have
considerable risks that are not addressed;
e 77% do not have a formal written Internet security policy for
employees
e 63% do not have policies regarding how their employees use
social media
e 60% say they have a privacy policy in place that their
employees must comply with when they handle customer
information
e Half (52%) have a plan or strategic approach in place for
keeping their business cyber secure.

More small business owners say they do not provide Internet safety
training to their employees than do. Two thirds (67%) allow the use
of USB devices in the workplace. Six in ten say they do not require
any multi-factor authentication for access to any of their networks,
and only half say that all of their machines are completely wiped of
data before disposal.

Questions to Consider

¢ What information do you collect?

e How do you store the information?

e Who has access to the information?

e How do you protect your data?

e What steps are you taking to secure your computers, network,
email and other tools?

Excerpt from: www.staysafeonline.org
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City Wide Business Crime Statistics: Monthly Comparison

Crime November 2013 December 2013 January 2014
Commercial Burglary 2 0 4
Larceny/Shoplift 4 5 4
Robbery 0 0 0
Vandalism 4 1 2
Trespass 5 1 1

Commercial Burglary Statistics for January 2014

Location Approx Day of Details
Time the
Week
SE 231st St/ Witte Rd SE Unknown Unknown | Unknown suspect cuts copper wire from telephone pole

27000 block MV Hwy Unknown Unknown | Unknown suspect cuts fence and steals ground wire

26400 block MV Hwy 4:00am Sat Unknown suspect broke glass entry door and took
electronics

23700 block MV Hwy 3:45pm Sat Welder taken from business property. Suspect caught by
police ©

Attempt break-in’s The attempts are not reflected in the count above
0

To locate crime activities in your neighborhood please visit our website;
www.maplevalleywa.gov/police-reports
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